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• Introductions

– Skip Schiphorst
• Sinologist

• OSINT-Language instructor @ I-Intelligence GmbH

• Specialty: OSINT instruction in Chinese, Arabic and other 

languages
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• Why Beat the “Buzzword”?

 



Meet The SOCMINT Investigators

CedricVeronicaJane



Jane

Fully reliant on AI-generated data

+ Knocks out reports fast

- Sometimes feels like she overlooked something



Veronica

Old school investigations and sock-puppets for SOCMINT

+ Detailed reports following every breadcrumb

- Reports take a long time and often misses connecting links



Cedric

Relies on paid subscriptions for SOCMINT

+ Connects dots and finds new leads rapidly

- Often knows that every data point is worth more time, but 

doesn’t have “the time” due to the amount of data



Who’s Going to Research Foreign Language Content?

Cedric

Subscriptions

Veronica

Old school
Jane
AI

Bernard
Spanish speaker

Urdu speaker

Korean speaker



Force Multiplication

AI

Basic skills
Subscriptions



Foreign Language OSINT Fundamentals & 

How to Beat AI with Human Expertise
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Methodology

11



• Fundamentals

• Search formula:

Language identification and scope

Keywords

Search operators

Source discovery / SOCMINT

 Results

+



Obstacles
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مګر دا ریښتیا ده حتی که دا پیښ شوي نه وي

Але це таки правда, 

навіть якщо цього і не 

відбулось. 

하지만실제로일어나지않았더라도진실입니다

即
使
这
没
有
发
生
也
是
真
相



15

• Common Obstacles

– Different scripts

– Text orientation

– Text direction in the browser

– Grammatical structure

– How particles and verbs affect nouns

– Available online translation software
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• Language Identification Tools
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• Language Identification Tools

• One is none!

• https://www.lexicool.com/language-identifier-guesser.asp

• https://translate.google.com

• https://translatedlabs.com/language-identifier

• https://fanyi.baidu.com/

• https://www.deepl.com/en/translator

• https://www.tomedes.com/tools/language-detector

• https://translate.yandex.com/

https://www.lexicool.com/language-identifier-guesser.asp
https://translate.google.com/
https://translatedlabs.com/language-identifier
https://fanyi.baidu.com/
https://www.deepl.com/en/translator
https://www.tomedes.com/tools/language-detector
https://translate.yandex.com/
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• Accurate Vocabulary Use

• Beware of online dictionaries

• Cross-check with several sources

• If it’s taking long – you’re doing it right!
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• Easy Task

• John Smith who studied at the Normal 
University (B.a. of Philately) in 2015 
has been cheering racist quotes.

• Task: Find other Social Media sites 
this person is active on and gather all 
possible identifiers and selectors.
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• Medium - Easy Task

• A person associated with telephone 
number + 264 555 23 68 has been 
harassing people on dating platforms.

• Task: Who is behind this number?
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• Hard Task

• Task: Determine the general sentiment on 
social media in Malaysia vis-à-vis the August 
2023 state elections. 



Keywords
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• Encyclopedias

• Excellent resources to confirm the accuracy 
of a translation 

• Regional happenings – regional sources – 
regional languages
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• Vocabulary Lists – Words are Key!

• Build “on-the-go” vocabulary lists

• Sharing is caring – group effort

• Correct terms will give you actionable results 
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• Finding Vocab Lists – Save Time!

• Language enthusiasts often share their 
vocabulary lists

• Find these using keywords and search operators
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• Search Strategies

• Preliminary search of the subject in English or 
another language you master.

• Scope – 30’000ft view

• Read - patience

• Force search using a specific language
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• Search Strategies

• Narrowing down results

• Identifying sources that will strengthen our 
information position
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😊

😩



Googling vs Online Research
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• Advanced Search Operators

• Find relevant content quicker

• Foreign languages and alphabets

• Often interchangeable with other browsers
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• Phrasal Search

• “Russian Internet”

• “русский Интернет”
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• The NOT (-) Operator

• “BRICS” -”South America”

• “金砖国家” -“南美”
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• Filetype: Operator

• Natural gas” filetype:pdf

• ”غاز طَبیعي  “ filetype:pdf
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• Other browsers – other operators
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•  Search Operators per Browser

• Google: https://shorturl.at/oCFQR

• Bing:  https://shorturl.at/fjQT4

• Yandex: https://shorturl.at/jrsN2

• DuckDuckGo: https://rb.gy/cb01l

• Baidu:  https://shorturl.at/qsTX5

• Yahoo:  https://rb.gy/gd29h

https://shorturl.at/oCFQR
https://shorturl.at/fjQT4
https://shorturl.at/jrsN2
https://rb.gy/cb01l
https://shorturl.at/qsTX5
https://rb.gy/gd29h


The Importance of Diversifying Sources
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• Other Than English or “Western 
News”

• Increase in other than English content

• More perspectives - best information

• Different opinions – they matter

• News Directories
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• International News Directories

• All You Can Read: www.allyoucanread.com

• Online Newspapers www.onlinenewspapers.com

• Newspaper Map: https://newspapermap.com

• W3 Newspapers www.w3newspapers.com

• ABYZ News Links: www.abyznewslinks.com

• Newspaper Index: www.newspaperindex.com

• World News: www.world-newspapers.com/countries

http://www.allyoucanread.com/
http://www.onlinenewspapers.com/
https://newspapermap.com/
http://www.w3newspapers.com/
http://www.abyznewslinks.com/
http://www.newspaperindex.com/
http://www.world-newspapers.com/countries


Country Specific OSINT
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• Worldwide OSINT tools map (GitHub)

Source: http://cybdetective.com/osintmap/

http://cybdetective.com/osintmap/
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Source: https://rb.gy/4qa6e

https://rb.gy/4qa6e
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Source: https://rb.gy/z78ae

https://rb.gy/z78ae


International Naming Conventions
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• Example

– Johnathan Smith
– John SMITH
– John Smith
– John S.
– J. Smith
– Smith, John
– Mr. Smith
– Dr. Smith
– Smith, J
– Johnny Smith
– Smithy
– “JS”
– “The Wrench”

50



• Jawaharlal Nehru

– Bengali  জওহরলাল নেহহরু
– Hindi  जवाहरलाल नेहरू
– Punjabi  ਜਵਾਹਰ ਲਾਲ ਨਹਹਰੂ
– Sindhi  نهرو لال جواهر
– Urdu  نہرو لعل جواہر
– Gujarati  જવાહરલાલ નેહરુ
– Sinhala  ජවහර්ලාල් නේරු
– Oriya  ଜବାହରଲାଲ ନେନହରୁ
– Malayalam ജവഹർലാൽ നെഹ്ഹു
– Telugu  జవాహర్ లాల్ నెహ్రూ
– Tamil  ஜவகரல்ால் நேரு
– Santali  ᱡᱚᱵᱟᱦᱚᱨᱞᱟᱞ ᱱᱮᱦᱨᱩ

51Source: https://bit.ly/3YEJBTZ

https://bit.ly/3YEJBTZ


52Source: https://shorturl.at/qJN01

https://bit.ly/3YEJBTZ


53Source: https://shorturl.at/eqJR6

https://bit.ly/3YEJBTZ


54Source: https://shorturl.at/nwP15

https://bit.ly/3YEJBTZ


Researching it Before Running it
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• Names on Social Media Using Arabic

5
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• Transliteration Methods - Chinese

Example: Wang Xuezhi 

  
王学智   Wong Hokzi  

王學智   Huang Hokzi

黄学智   Xuezhi Wang

黃學智   XZ, Wang

汪学智   Wang, XZ

汪學智   Wang Xue Zhi

Wang Xue-Zhi

Etc…
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Remember The Team

CedricVeronicaJane
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• Keep in Mind

• Successful online research:

• Identification of relevant keywords and sources

• Knowledge of the search engine and its operators
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• Keep in Mind

Smart query Search

Engine
Results
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• I-Intelligence Language OSINT 
courses (five 3.5-hour sessions)

Chinese OSINT Arabic OSINT Russian OSINT

All I-Intelligence courses: https://i-intelligence.eu/training/course-index

Promocode for 10% discount: IINT102023

https://i-intelligence.eu/training/course-index
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• Thank you Skopenow!
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